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FOREWORD

We release the 2002 National Money Laundering Strategy into a world that changed
dramatically as a result of the villainous terrorist attacks on September 11, 2001. It is
imperative that the federal government pursue a national strategy to attack the financial
underpinnings of crime, including the financing of terrorist groups. It is only by working
cooperatively together that we can cut off the financial lifeblood that terrorists and other
criminals depend on to support their acts of cowardly murder. We must address this task in
new and dramatically different ways.

On June 6, 2002, President Bush proposed the most extensive reorganization of the federal
government in over 50 years. Legislation is now pending in the Congress to establish the
Department of Homeland Security to secure our nation and to prevent terrorist attacks within
the United States, reduce our vulnerability to terrorism, and to minimize the damage and
recover from attacks that may occur. The Department of Homeland Security will better
focus and concentrate the government’s skills and resources in this crucial mission.

The 2002 Strategy paves the way forward. The Strategy directs the government’s resources
against money launderers and those who finance terrorist activities and individuals. It is a
good plan and a critical mission.

We will take the fight to the criminals, to the terrorists, and to those who support them
financially. We will pursue relentlessly, and work cooperatively with the private sector, financial
regulators, and our international partners to detect, prevent, deter, and punish money
laundering and the financing of terrorist groups.

The President and the American people are committed to this fight, and we will win.

(Al K E{ﬁ&&t_ % W
Paul H. O’Neill John Ashcroft
Secretary of the Treasury Attorney General
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EXECUTIVE SUMMARY

National Money Laundering Strategy. In that Strategy, we

shifted the government’s focus to the investigation and
prosecution of major money laundering organizations. The
reasoning is straightforward — limited federal law enforcement
resources should be directed and concentrated to ensure their
greatest impact and effectiveness. The 2001 Strategy also
emphasized the importance of asset forfeiture as the most direct
method of depriving criminals of their ill-gotten gains.

l n September 2001, the Bush Administration released its first

We need highly trained and experienced criminal investigators to
dismantle large, complex, money laundering schemes and to
undertake significant asset forfeiture investigations. For this
reason, the 2001 National Money Laundering Strategy proposed
the development of advanced money laundering training courses
for federal agents and prosecutors. Successful prosecution of
large-scale money launderers also requires increased coordination
and partnership between federal, state and local, and foreign law
enforcement agencies, and the private sector. Thus, the 2001
Strategy developed a comprehensive plan to enhance coordination.
Finally, for the first time, we began to consider systematically how
to measure the results of our efforts.

In Fiscal Year 2001, the law
enforcement agencies of the
Departments of the Treasury and
Justice seized over $1 billion in
criminal assets, with over $300
million of that amount attributable
to money laundering cases.

The 2002 National Money Laundering Strategy reports on the
progress that has been made to implement the Goals and Objectives
of the 2001 Strategy. We identified baseline numbers for money
laundering transactions in a variety of American cities; negotiated

an international agreement with four governments to plan a
coordinated fight against the Black Market Peso Exchange; and
provided advanced money laundering training to front-line
investigators. In Fiscal Year 2001, the law enforcement agencies
of the Departments of the Treasury and Justice seized over $1 billion
in criminal assets, with over $300 million of that amount
attributable to money laundering cases.

We must concentrate enforcement efforts on large-scale money
laundering enterprises. In Fiscal Year 2000, 1,106 defendants
were sentenced pursuant to the three money laundering sentencing
guidelines then in effect. Seventeen percent of those sentenced to
prison received a longer sentence because of their role as a “leader,
organizer, manager, or supervisor” of the laundering activity.
Conversely, 83% of those convicted for federal money laundering
offenses were not considered leaders of the money laundering
operation. Additionally, almost 20% of those sentenced to prison
laundered in excess of $1 million. Thus, 80% laundered smaller
amounts of money. These statistics indicate that we should be
able to focus our domestic enforcement efforts more precisely on
dismantling major money laundering operations.

Of course, our strategy to combat money laundering does not focus
on law enforcement alone. We must also improve work with our
international partners to eliminate safe havens for money
launderers, and we must continue to hone our regulatory efforts.
The Goals, Objectives, Priorities, and Action Items discussed in
the 2002 Strategy set forth our agenda for improvement, and
identify particular individuals and offices who will be held
accountable for accomplishing our mission.

Since September 11, 2001, our mission has changed in important
ways. The 2002 National Money Laundering Strategy breaks
important new ground, and, for the first time, describes a
coordinated, government-wide strategy to combat terrorist
financing. We will apply the lessons we have learned from the
federal government’s efforts against money laundering to attack
the scourge of terrorism and to deny terrorist groups the ability to
finance their acts of cold-blooded murder. By aggressively pursuing
the money trails left by criminals and terrorists, law enforcement
can identify and capture those involved and deny terrorist entities
the funds necessary to finance further acts of terror. This is a top
priority for us in the remainder of 2002.
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In addition, we will establish an interagency targeting team to help
focus our efforts and resources against the most significant money
laundering organizations and systems, such as individuals who
smuggle bulk cash and terrorist groups, like the Colombian FARC,
and seek to jail more of the money laundering masterminds.

The 2002 National Money Laundering
Strategy breaks important new
ground, and, for the first time,
describes a coordinated, government-
wide strategy to combat terrorist
financing.

We will also work with the international financial institutions, such
as the World Bank and International Monetary Fund, and the
multinational Financial Action Task Force to improve and monitor
anti-money laundering compliance efforts throughout the world.

Finally, in this Strategy we recognize the necessity and significance
of rewarding those who have made great strides in preventing
money laundering and dismantling major money laundering
enterprises. To that end, we announce the development of the
Secretary’s Distinguished Service Award for Financial Crime
Investigations to honor outstanding work performed in significant
money laundering cases. The Secretary’s Award will be issued
annually by the Secretary of the Treasury to recognize exceptional
contributions to combating major money laundering activity.

Highlights of the 2002 Strategy include:

(1)  TERRORIST FINANCING — presents government’s first plan
to attack financing networks of terrorist entities;

(2)  CHARITIES — focuses attention on the use of charities and
other non-governmental organizations to raise, collect, and
distribute funds to terrorist groups;

(3) TARGETING TEAM — creates an interagency group to
identify and target significant money laundering
organizations and systems used by money launderers,
including the smuggling of bulk cash and the use of
alternative remittance systems, such as hawala;

(4)  USA PATRIOT ACT — describes work done to implement
these landmark money laundering provisions;

(5)

(6)

METRICS — charts for the first time ways to monitor our
progress and establishes a “traffic light” reporting system
to evaluate the results of federal anti-money laundering
efforts;

FINANCIAL ACTION TASK FORCE — reports on our progress
in the multinational Financial Action Task Force (FATF) to
revise its internationally recognized anti-money laundering
standards and to identify and monitor the progress of non-
cooperative countries and jurisdictions.
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INTRODUCTION

forth an action plan for how law enforcement, regulatory

officials, the private sector, and the international
community could take concrete steps to make it harder for
criminals to launder money generated from their illegal activities.
Following the terrorist attacks against the United States on
September 11, 2001, we also recognize that the fight against money
laundering is integral to the war against terrorism, and that effective
anti-money laundering policies will save innocent lives.

0 Our previous National Money Laundering Strategies set

The fight against money laundering
is integral to the war against
terrorism.

We still do not know the full magnitude of the money-laundering
problem. The various efforts to attempt to answer this question
over the years have been unsatisfactory. Some organizations
attempted to estimate the magnitude of global money laundering
based on models of tax evasion, money demand, and ratios of
official GDP and nominal GDP. These studies, however, indicate
wide windows of variance. For example, former IMF Managing
Director Michel Camdessus estimated the global volume of
laundering at between two to five percent of the world’s gross
domestic product, a range which encompasses sums between $600
billion and $1.8 trillion. U.S. Government agencies have not yet
developed a more reliable measure to date.

In 2002, we will begin to develop a model to determine the
magnitude of money laundering in the U.S. We will make our
hypotheses in developing the model explicit so that the model can
be critiqued — and refined — in future years. If appropriate, we
will invite proposals from the private sector and academia for how
to develop the model and will consider issuing a contract to a
non-government entity to work on the model. This will not be an
easy, speedy, or contentious free task, but it is one that we are
committed to accomplishing.

The 2002 Strategy continues the work initiated in the 2001
Strategy to attempt to develop reliable measures and to set forth a
clear method for analyzing how well the government is doing to
combat money laundering. Our methods for measuring our
performance should be consistent with the President’s Management
Agenda articulated in the 2003 Budget. Therefore, during 2002,

we will develop a “traffic light” scorecard to track our performance,
assess how well we are executing the initiatives described in the
2002 Strategy, and provide an indication of where we stand at a
given point in time. We will analyze federal resources devoted to
anti-money laundering endeavors so that actual costs are
understood and can shape future budget allocations. In 2002, we
will continue to review the quantitative measures of our results
and try to incorporate gualitative factors that will give greater
context to the quantitative figures. These efforts are described
in Goal 1 of the 2002 Strategy.

The fight against terrorist financing is similar to the work against
money laundering that has preceded it, and is discussed in Goal
2. This fight will require extensive law enforcement cooperation,
an effective regulatory regime, an engaged private sector to help
identify suspicious and potentially criminal conduct, and the
commitment of the international community to eliminate safe
havens for money launderers and those who finance terrorism.

Nevertheless, there are significant adjustments that we will have to
make if we are to win this battle against terrorists and those who
fund them. The financial dealings of a terrorist organization are
difficult to investigate since their funds may come from the proceeds
of otherwise legitimate businesses that terrorist operatives may
own and donations they have received from sympathetic
entrepreneurs. Since the early 1990s, terrorist groups have also
relied increasingly on monies from like-minded non-governmental
organizations and charities that appear to be legitimate
humanitarian, social, and political enterprises and who carry out
other work in addition to their support for terrorism. Terrorist
groups have also sought to move their funds outside the traditional,
and highly regulated and supervised, Western banking network.
The underground banking systems that terrorists frequently use

The attitude of the international
community must also change, quickly
and permanently.

rely entirely on trust between the parties to a transaction.
Oftentimes, these transactions do not leave a paper financial trail
comparable to the one that would have been left if the transaction
had taken place in a traditional financial setting, such as a bank.

The attitude of the international community must also change,
quickly and permanently. For too many years, nations have
tolerated weaknesses in legal and regulatory systems around the
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world that enable money launderers to find safe harbors to conduct
their illegal activities without fear of detection or capture. We
cannot tolerate a similar laxity in the war against terrorists and
those who fund them. We will take appropriate measures against
those regimes that do not move forcefully to deny terrorists access
to the resources necessary to conduct their terrorist activity. As
President Bush stated, “We put the world’s financial institutions
on notice: if you do business with terrorists, if you support them
or sponsor them, you will not do business with the United States
of America.””

At the same time, we must continue to advance the significant
progress against money laundering that we have achieved to date,
and we lay out our agenda for how to do so in Goals 3, 4, 5, and 6.

The overriding goal of the 2002
Strategy is to deny terrorist groups
access to the international financial
system, to impair the ability of
terrorists to raise funds, and to
expose, isolate, and incapacitate the
Jfinancial networks of terrorists.

This fourth edition of the National Money Laundering Strategy
is the first to address the issues surrounding terrorist financing.
The overriding goal of the 2002 Strategy is to deny terrorist groups
access to the international financial system, to impair the ability of
terrorists to raise funds, and to expose, isolate, and incapacitate
the financial networks of terrorists. The lessons learned from our
previous undertakings against money laundering must now be
applied to attack the scourge of terrorism and to deny terrorist
groups the ability to finance their acts of cold-blooded murder.
By aggressively pursuing the money trails left by all criminals and
terrorists, law enforcement can identify and capture those involved
and can deny terrorist entities the funds necessary to finance further
acts of terror.

Reducing the ability of terrorist groups to finance their operations
requires a multi-dimensional approach. Law enforcement, the
private sector, intelligence agencies, financial regulators, and the
international community each have important roles to play. These
various actors must continue to work together and cooperate with
one another to ensure the success of our efforts

! Remarks of President George W. Bush, Nov. 7, 2001.

These efforts require effective leadership and coordination. The
Departments of the Treasury and Justice will reconvene the Money
Laundering Steering Committee to guide these efforts and to provide
the necessary level of coordination and cooperation among all
the participating departments and agencies.

The war against terrorists and those
who fund them is a war that the
United States will win.

The stakes are high, and we must remain focused on defeating the
enemy: international terrorism.

The war against terrorists and those who fund them is a war that
the United States will win. In the pages ahead, we lay out an
aggressive approach to attack both the financing of terrorist groups
and money laundering organizations. We look forward to reporting
on our results and accomplishments in the 2003 Strategy.
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GOAL 1:

MEASURE THE EFFECTIVENESS OF
ANTI- MONEY LAUNDERING EFFORTS

ince public resources are limited, decision-makers must

be provided with adequate information to decide how to

deploy those resources most effectively. We will continue

the efforts begun under the 2007 Strategy to measure
the effectiveness of the resources spent on federal anti-money
laundering efforts.

At the same time, measuring the magnitude of money laundering
remains difficult. In the past, some organizations have attempted
to estimate the magnitude of global money laundering based on
models of tax evasion, money demand, and ratios of official GDP
and nominal GDP. These studies, however, do not accurately
describe the magnitude of global money laundering, often
indicating windows of variance. For example, former IMF
Managing Director Michel Camdessus estimated the global volume
of laundering at between two and five percent of the world’s gross
domestic product, a range which encompasses sums between $600
billion and $1.8 trillion. U.S. Government agencies have not yet
developed a more reliable measure to date.

In 2002, we will begin to get a possible answer to this open
question. We will seek to develop a model to determine the
magnitude of money laundering in the U.S. We will make our
hypotheses in developing the model explicit so that the model can
be critiqued — and refined — in future years. If appropriate, we

We will seek to develop a model to
determine the magnitude of money
laundering in the U.S.

will invite proposals from the private sector and academia for how
to develop the model and will consider issuing a contract to a
non-government entity to work on the model. This will not be an
easy, speedy, or contentious free task, but it is one that we are
committed to accomplishing.

Although defining the scope of money laundering remains a
problem, we cannot delay measuring the success of our efforts

Defendants with Money Laundering as the Primary Sentencing
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Money Laundering Defendants Sentenced by District
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until the magnitude question is determined more rigorously. While
deceptively easy to articulate in the abstract, the task of developing
meaningful performance measures for the federal law enforcement
agencies engaged in combating money laundering has proven to
be quite difficult. In FY 2002, more work remains to be done on
this important goal of assessing how well the government is doing
in identifying, disrupting, and dismantling money laundering
organizations, while recognizing that it may never be possible to
develop perfect measurements.

The 2000 Sentencing Commission data is instructive. In FY 2000,
1,106 defendants were sentenced pursuant to the three money
laundering sentencing guidelines then in effect.> Ninety percent
(988) of these defendants pleaded guilty, and about 82% (901)
received prison sentences. Forty-eight percent (530) of these
money laundering defendants received one to five years of
imprisonment and about 35% (330) received less than one year,
or no imprisonment at all. The average length of imprisonment in
FY 2000 for all money-laundering defendants was 38 months.’

Approximately 17% of those sentenced (185) received a longer
sentence because of their role as a “leader, organizer, manager,
or supervisor” of the laundering activity. This statistic helps the
government measure its success in attacking the higher echelons
of amoney laundering enterprise. Almost 20% of those sentenced
laundered in excess of $1 million. This measure helps the
government to assess the significance of the money laundering
organization that was disrupted by enforcement and prosecution
efforts.

The Sentencing Commission also provided useful information about
where money laundering cases are prosecuted. In Fiscal Year
2000, approximately one-half of all money laundering cases were
prosecuted in just eight judicial districts: 1) Southern District of
Florida; 2) Eastern District of New York; 3) Southern District of
Texas; 4) Western District of Texas; 5) Central District of California;
6) Southern District of New York; 7) Southern District of California;
and 8) Northern District of New York. The districts with the highest
number of prosecutions are those with the highest number of
Suspicious Activity Report (SAR) filings. The latest intelligence

2 In November 2001, the Sentencing Guidelines were amended by consolidating section 251.2 (Engaging in Monetary Transactions in Property
Derived from Specified Unlawful Activity) with section 281.2 (Laundering of Monetary Instruments, Engaging in Monetary Transactions in Property

Derived from Unlawful Activity).

3 The average sentence length for all defendants sentenced to prison by a federal judge in FY 2000 was 46 months.
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reports from the National Drug Intelligence Center indicate that
these same areas also have the highest risk for drug money
laundering, and it is not surprising that money laundering and
related financial crimes frequently appear to be concentrated in
particular geographic areas.

Prosecution statistics alone are not an accurate measure of
performance. The decision to bring a money laundering charge
depends on a variety of factors, including an assessment of the
admissibility of evidence, the likely sentence if the defendant is
convicted, and the availability of other charges which would
establish the same result. Additionally, it is more difficult, and
involves far more resources, to investigate and prosecute an
entrenched money launderer operating in a foreign country than
to prosecute a single courier for the undeclared outbound
transportation of cash. Statistically, each counts as a single
prosecution, yet both the resources needed and qualitative impact
of the cases are far different. As described in this Goal, we will
continue to refine our performance measures so that we can try
to account for these critical qualitative factors.

Legal changes to the asset forfeiture procedures adopted by
Congress in 2000 may encourage prosecutors to rely less often on
money laundering charges as a basis for federal forfeiture
proceedings. Thus, despite the best efforts of law enforcement, it
is possible that we will see a statistical decline in the total number
of money laundering cases brought to federal court. In addition,
the federal sentencing guidelines applicable to money laundering
cases were recently amended. These amendments lower the
sentence length for several kinds of white-collar cases, and may
reduce the incentive of prosecutors to pursue some money
laundering charges in an indictment.

Although the Sentencing Commission data is incomplete by itself,
analysis of this data is instructive and provides the starting point
for meaningful baselines and metrics.

e We now know that over 80% of all money launderers that
were sentenced did not receive a leadership enhancement.

e We now know that almost 80% of those sentenced laundered
less than $1 million.

e We know that some districts, even densely populated districts,
prosecuted a limited number of money laundering cases.

These statistics show that we can improve our ability to focus on
major money laundering prosecutions and target large
organizations.

Of course, it is not enough merely to pledge to do better, we must
have ways to meaningfully quantify our efforts. With the baselines
discussed above developed, for the first time, we will be able to
develop metrics to evaluate our progress. We are also seeking to
develop new baselines within the Strategy by measuring the assets
we siezed and forfeited, and developing a uniform case reporting
system. But metrics cannot be developed in a vacuum. It would
be possible as we draft the strategy to simply come up with new
metrics that we should meet — increase prosecution of leaders by

We will seek to develop meaningful
metrics using these and other
baselines and obtaining input from
all interested government stake
holders.

50% or have money laundering cases in all judicial districts. But
these would be metrics without meaning. Those would be metrics
without the commitment and participation of the entire
government. During the 2002 Strategy process, we will seek to
develop meaningful metrics using these and other baselines
described below by working with the Department of Justice on
this project and obtaining input from all interested government
stake holders.

Our methods for measuring our performance under the Strategy
should also be consistent with the President’s Management Agenda
articulated in the 2003 Budget. During 2002, we will develop a
“traffic light” scorecard to track our performance, assess how
well we are executing the initiatives described in the 2002 Strategy,
and provide an indication of where we stand at a given point in
time. The scorecard will use green for success, yellow for mixed
results, and red for unsatisfactory. The scoring will be overseen
by an interagency Money Laundering Steering Committee co-
chaired by the Departments of the Treasury and Justice.

The 2002 Strategy advances the commitment to establish effective
measurement systems that was initiated by the 2001 Strategy. 1t
reports on the development of a uniform case reporting system
that contrasts and compares efforts across agency lines and helps
determine where resources are best spent. It discusses the
progress we have made to date in estimating the commission fees
money laundering professionals set for their services. As a national
strategy document, the 2002 Strategy continues the review of
federal resources devoted to anti-money laundering endeavors so
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that actual costs are understood and shape future budget
allocations. In 2002, we will continue to review the guantitative
measures of our results and try to incorporate gualitative factors
that will give greater context to the guantitative figures.

The 2002 Strategy continues the
review of federal resources devoted
to anti-money laundering endeavors
so that actual costs are understood
and shape future budget allocations.

* OBJECTIVE 1: DEVELOP MEASURES TO DETERMINE
EFFECTIVENESS OF EFFORTS TO COMBAT TERRORIST
FINANCING.

After the terrorist attacks on September 11, the President declared
that “starving the terrorists of funding” would be a primary
objective in the war on terrorism. The President also declared
that this new war will be a conflict “without battlefields and
beachheads,” in short, an unconventional war. The escalation of

More than 160 countries have blocking
orders in force, including those
countries where an overwhelming
amount of terrorist assets are located
or likely to be found.

the financial front in the war on terrorism also requires us to
evaluate whether our efforts in this war — against terrorist cells
in remote parts of the world, as well as rogue (or national)
governments, such as the former Taliban regime in Afghanistan
— are working.

Priority 1: An interagency team will develop measures of
success to assess our progress in the fight against terrorist
financing.

Lead: Department of the Treasury

2001 Accomplishments: This is a new priority, so
there are no accomplishments to report.

2002 Action Items: The Treasury along with other
relevant agencies, including the Departments of State
and Justice, will develop methods and measures of
success that reflect the evolving nature of the
successive stages of the fight against terrorism
financing.

As discussed at the beginning of Goal 2, the President signed
Executive Order 13224 on September 23, 2001 blocking the assets
of 27 individuals and organizations affiliated with the September
11" attacks. As of June 10, 2002, the list of blocked terrorist
organizations and individuals and their supporters under this E.O.
had grown to 210.*

As of June 10, 2002, the list of blocked
terrorist organizations, individuals,
and their supporters had grown to 210.

We have achieved significant results since September 2001. All
but a handful of small countries or rogue nations now express
cooperation with the terrorist financing campaign. More than
160 countries have blocking orders in force, including those
countries where an overwhelming amount of terrorist assets are
located or likely to be found. Although these measures have been
useful, a more comprehensive approach to assessing the
effectiveness of our efforts against terrorist financing is necessary
as this war moves into its successive stages.

An interagency team will develop new measures consistent with
the approach set forth in the President’s Management agenda.

4 The list of individuals and entities designated under E.O. 13224 can be found at http://www.ustreas.gov/offices/enforcment/sanctions/terrorism.html.
See also, http://www.interpol.int/public/terrorism/financing.asp, and http://www.un.org/docs/sc/committees/Afghanistan/Afgist.html
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* OBJECTIVE 2: INSTITUTIONALIZE SYSTEMS TO MEASURE
THE SUCCESS OF MONEY LAUNDERING ENFORCEMENT
EFFORTS AND RESULIS.

Priority 1: Devise and implement a “traffic light” results
reporting system to report on progress on Strategy goals.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,
Criminal Division, Department of Justice.

2001 Accomplishments: This is a2 new priority, so
there are no accomplishments to report.

2002 Action Items: Develop a “traffic light”
scorecard for money laundering enforcement. Present
the new scorecard in the 2003 Strategy.

Not just terrorist financing, but all money laundering enforcement
results should be measured in 2 manner consistent with the
President’s Management Agenda. During 2002, the Departments
of the Treasury and Justice will co-chair an interagency effort to
develop a “traffic light” scorecard relating to money laundering
enforcement results. The measures will seek to track our
performance, assess how well we are executing each of the six
goals described in the 2002 Strategy (and future Strategies), and
provide an indication of where we stand at a given point in time.
We will seek to publish the scorecard in the 2003 Strategy.
Thereafter, a Money Laundering Steering Committee co-chaired
by the Departments of the Treasury and Justice will oversee the
completion of the scorecard.

While highly relevant, a focus of effectiveness that limits itself to
money laundering prosecutions, seizures, and forfeitures by federal
law enforcement agencies does not present an accurate view of
the government’s overall efforts and results. As articulated in this
Strategy, the federal government is engaged in the fight against
money laundering on domestic and international fronts, employing
enforcement and regulatory activity. Regulations and other
restrictions should make it harder for money launderers to move
their money anonymously through correspondent accounts.
Examinations of financial institutions that include a robust anti-
money laundering component should ensure that financial

institutions and their employees are exercising their responsibilities
to detect and prevent the movement of laundered money. Technical
training and assistance provided by U.S. Government agencies
should lead to enhanced supervisory regimes in problematic
jurisdictions, and make it harder for potential launderers to exploit
weak spots in international enforcement. Legislative changes,
domestically and internationally, should inhibit the ability of
launderers to move their illicit cash undetected through the
international financial system by closing loopholes that had
previously been open.

These regulatory steps must also be taken into account when
assessing the results of the government’s efforts to combat money
laundering, but it is difficult meaningfully to quantify these results
and to measure the total deterrent effect of our efforts. We can
quantify the number of jurisdictions that improve their anti-money
laundering legal frameworks in a given year, as we do in Goal 6,
Objective 1 of this Strategy. We can quantify the number of bank
and non-bank supervisory examinations conducted by federal
financial regulators in a given year.> And, we can also quantify
the amount of anti-money laundering technical assistance and
training the U.S. provides in a given year, as we do in Goal 6,
Objective 2, Priority 1.

What we cannot quantify easily are
the results that can be attributed to
these efforts.

What we cannot quantify easily, however, are the results that can
be attributed to these efforts. We cannot know how many laundered
funds attributable to organized crime or terrorist activities did not
pass through the global financial system because a particular
jurisdiction enacted a stronger anti-money laundering regime. We
cannot know how many additional SARs were filed by a financial
institution as a result of an examination that includes a Bank
Secrecy Act (BSA) compliance review. These are difficult issues,
and we will continue in 2002 to build upon the work begun since
the publication of the 2001 Strategy in September 2001.

5 For example, in 2001, the Securities and Exchange Commission (SEC) conducted 639 examinations which included a review of an institution’s
compliance with the reporting requirements of the Bank Secrecy Act (BSA). The SEC conducted 737 of these examinations in 2000. The New
York Stock Exchange (NYSE) examined 521 of its member institutions in 2001 and 319 in 2000, which includes examinations for BSA compli-
ance. The National Association of Securities Dealers Regulation, Inc. (NASDR) conducted 1783 examinations of its members in 2001 and 1808 in
2000. Like the NYSE figures, these examinations include reviews for BSA compliance. The Office of the Comptroller of the Currency (OCC)
conducted 700 BSA compliance examinations in 2001 and 802 in 2000. The National Association of Credit Unions (NACU) examined 6,708
institutions for compliance with the BSA in 2001 and 6.951 institutions in 2000.
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Priority 2: Devise and implement a uniform money
laundering case reporting system.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Director, Organized Crime
Drug Enforcement Task Force, Department of Justice

2001 Accomplishments: Following the publication
of the 2001 Strategy, the Director of FinCEN, the Chief
of DOJ’s Asset Forfeiture and Money Laundering
Section, and the Director of the Bureau of Justice
Statistics met to develop a uniform case reporting
mechanism.

Numbers alone cannot tell us whether
the federal government is targeting
magjor violators within a money-
laundering organization.

The meeting participants examined the range of case
reporting systems currently in use, and the efforts that
would be necessary to redesign and implement a
uniform case reporting system from scratch, since
there is a wide variation even between agencies in the
same Department. It was determined that the cost
involved in taking any one system used by a federal law
enforcement agency as the relevant model outweighed
the potential benefit since the different investigative
agencies have different goals, missions and
performance measures. One automated information
system currently used by a federal agency could serve
as an acceptable starting point for designing a uniform
system to measure the results of anti-money
laundering law enforcement efforts.

2002 Action Items: (1) Consider adapting the case
reporting system used by an existing federal agency for
use by federal law enforcement agencies.

(2) By November 2002, develop recommendations for
how qualitative factors, such as case significance and
length of prison sentence, can be incorporated into
quantitative measures of success.

There are several statistical measures that can be identified,
monitored, and reported to provide a better understanding of how
well the government is performing in its fight against money
laundering. The numbers of investigations, prosecutions, and
convictions, in the context of other information, can provide useful
information.® Numbers alone, however, cannot tell us whether
the federal government is targeting major violators within 2 money-
laundering organization or whether our investigations are netting
lower-level operatives and sending them to prison. Since laundered
proceeds represent flows of value from the commission of the
underlying criminal offenses, related seizures and the eventual
forfeitures that result from them also provide the government with
some insight into how well we are disrupting those flows.

The case reporting system currently in use by a federal agency can
serve as a valuable starting point for developing a uniform case
reporting system for money laundering case investigations. That
system captures data from all the federal enforcement agencies,
and provides a complete description of all investigations,
prosecutions, indictments, and convictions as reported by federal
prosecutors. The U.S. Attorney Offices are the centralized
depository for information once a case reaches the stage for federal
prosecution since every federal prosecution requires the
involvement of a U.S. Attorney’s office.

However, relying solely on information provided by U.S. Attorney’s
Offices would under-report federal enforcement efforts because
those statistics would not capture money-laundering investigations
that do not result in a prosecution case decision bya U.S. Attorney’s
Office.” We will work with the federal law enforcement agencies
to attempt to capture and report relevant data in a common way.

Incorporating Qualitative Factors

We will explore how to incorporate qualitative factors to assess
the results of federal money laundering efforts, such as the average
length of sentence a convicted money launderer receives. This

¢ Legal changes to the asset forfeiture procedures adopted by Congress in 2000 may encourage prosecutors to rely less often on money launder-
ing charges as a basis for federal forfeiture proceedings. Thus, despite the best efforts of law enforcement, it is possible that we will see a
statistical decline in the total number of money laundering cases brought to federal court. In addition, it should be noted that the federal
sentencing guidelines applicable to money laundering cases were recently amended. These amendments lower the sentence length for several
kinds of white-collar cases, and may reduce the incentive of prosecutors to pursue some money laundering charges in an indictment. See U.S.

Sentencing Guideline § 2S1.1 (2001)

7 Some federal money laundering investigations result in a prosecution in state court. Other federal money vestigations are concluded before the
case is presented to the U.S. Attorney’s Office for a decision to prosecute. Other cases are resolved through civil proceedings or administrative
forfeitures, and these statistics are also not captured by the system used by U.S. Attorney Offices.
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information, together with information obtained from the U.S.
Sentencing Commission, which includes information about the
length of a sentence, the role in the offense played by an individual
(which can indicate the significance of the defendant in the money
laundering scheme), and the base offense level corresponding to
the amount of money laundered,® can be analyzed to determine
any regional or national trends for the sentence a convicted money
launderer receives. The data can be analyzed to see if there are
any spikes of money laundering activity in particular jurisdictions,
which can help determine whether the federal anti-money
laundering resources committed to a particular geographic area
need to be adjusted.

The Departments of the Treasury and Justice will recommend how
to incorporate some qualitative and additional quantitative factors
in the money laundering case reporting system.

Priority 3: Measure assets forfeited or seized pursuant to
money laundering prosecutions.

Lead: Director, Executive Office of Asset Forfeiture
(EOAF), Department of the Treasury; Chief, Asset

Forfeiture and Money Laundering Section (AFLMS),
Criminal Division, Department of Justice.

2001 Accomplishments: EOAF and AFMLS
established a common definition of money laundering
for determining money laundering related asset
seizures and forfeitures.

2002 Action Items: Establish a reporting system to
quantify the forfeiture of assets related to money
laundering activity, and modify as necessary.

Federal law enforcement must continue to refine the methods used
to measure the costs and benefits of asset forfeiture strategies so
that future programs can allocate resources where they are most
needed and productive. A comprehensive system of measurement
must distinguish between seizures and forfeitures related to money
laundering. Accurate measurements will allow federal law
enforcement to measure quantitatively the benefits of anti-money
laundering efforts, including all “criminal contributions” that
underwrite enforcement programs in the form of civil and criminal
asset forfeitures.

Department of Justice Department of the Treasury
Law Enforcement Agencies

FY 2001 Seizure and Forfeiture Statistics

$1,200
Seizures Forfeitures
$1,000
Total
$800 FY 2001
Seizures
$600 $1,023 M
Non-ML Total
$400 Seizures FY 2001
$637 M Forfeitures
ML $639 M Non-ML
$200 Seizures ML Forfeitures
$386 M Forfeitures $398 M
0 $241 M
Total FY 2001 Seizures: $1,023,279,777 Total FY 2001 Forfeitures: $639,469,124
Total Seizures Rglated to $385,882.597 37 7% Total Forfenure; Related to $241362.783 37 7%
Money Laundering Money Laundering
Total Non-Money Laundering $637,397,180 62.3% Total Non-Money Laundering $398,106.341 62.3%
Seizures Forfeitures

NOTE: This data provides an indication of the extent of the money laundering activity for the given fiscal year. However, the actual magnitude of money laundering activity may not
be accurately reflected in this chart. Alternative enforcement theories, prosecutorial discretion, and investigative security make a completely accurate measure extremely difficult. For
example, many cases containing a money laundering component, such as Title 21 (proceeds of narcotics trafficking) seizures, are not reported as money laundering cases.
Likewise, additional statutory authority resulting from the Civil Asset Forfeiture Reform Act (CAFRA), specifically 18 U.S.C. § 981(a)(1)(C), moderated the need to apply the money
laundering violations to certain types of cases and, as a result, these cases may now be reported under the "Non-Money Laundering” category. Other “Non-Money Laundering”
activity may include fraud, Customs trade violations, facilitating property used to further the commission of certain violations, and other such violations. It is also important to note
that some seizures and forfeitures reported as "Money Laundering” activity may have only a small or limited money laundering component, for example seizures effected to protect

an expansive investigation into other violations.

Source: Department of Justice Law Enforcement Agencies: Federal Bureau of Investigation, Drug Enforcement Agency, U.S. Postal Inspection Service and the Food and Drug Administration

Department of the Treasury Law Enforcement Agencies: U.S. Customs Service, Internal Revenue Service (Criminal Investigation), U.S. Secret Service and the Bureau of Alcohol, Tobacco and Firearms

8 At publication time, the most recent information from the U.S. Sentencing Commission is for FY 2000.

11
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As required by the 2001 National Money Laundering Strategy,
EOAF and AFMLS met to develop a reporting system that would
identify forfeited assets arising out of money laundering
prosecutions. The Departments will work to achieve a consensus
about what data can be used to establish realistic and meaningful
performance measures.

A comprebhensive system of
measurement must distinguish
between seizures and forfeitures
related to money laundering.

The Departments of the Treasury and Justice will continue to meet
with the affected bureaus to assess systems capabilities and to
determine what modifications of existing systems may be necessary.
EOAF and AFMLS will continue to explore ways to standardize the
methods they use to identify costs associated with seizure and
forfeiture activities arising out of money laundering investigations,
with the objective of reporting like categories of expenses. This
will enable policy makers to make more informed determinations
about how resources are being used and how they can best be
allocated.

Priority 4: Research other methods for determining the
effectiveness of federal anti-money laundering efforts,
including how law enforcement activities affect the cost of
laundering money.

Lead: Director, Financial Crimes Enforcement
Network (FinCEN); Money Laundering Coordination
Center (MLCC), U.S. Customs Service; Chief, Asset
Forfeiture and Money Laundering Section, Criminal
Division, Department of Justice

2001 Accomplishments: In 2001, the Customs
Service’s Money Laundering Coordination Center
completed a study to determine the percentage
commission charged to launder money in narcotics
cases. High, low and average commissions from
undercover cases were calculated and compared to
similar figures for a five-year period. The study
revealed that the commission rate averages between
four to eight percent with a high of 12 percent of the
principal involved. This study will serve as a baseline
for tracking commission percentage charges over
time, and can be used to assess the risks criminals,
themselves, associate with laundering money in
various U.S. cities.

2002 Action Items: Analyze “cost of doing criminal
business” initiatives to develop a pricing model for
laundering money in non-narcotics related cases.

The market commission price charged by someone engaged in
the business of laundering money should also reflect, to some
extent, the perceived street risk of getting caught by the
government’s efforts. It should be possible to estimate the money
laundering commission charged in various U.S. cities and markets
to provide an indicator of where enforcement efforts are more
successful. Anincrease in the commission rate, over time, should
indicate that the Strategy is having the desired effect.

The criminal underground economy is subject to many of the same
principles of microeconomics that govern lawful economic
activities. Professional money launderers offer criminal groups a
service, and the market price of their service is subject to variations
caused by changes in supply and demand. Effective law
enforcement efforts against professional money launderers should
lower the total supply of those offering money laundering services
both by putting current service providers in jail and by reducing
the number of providers willing to enter the business, since the
risk of going to jail increases.

[ —
The commission rate averages
between four to eight percent with a
high of 12 percent of the principal
involved.

Knowing about changes in the money-laundering commission rate
helps decision-makers decide how to target enforcement
resources. Since the commission rate reflects a market valuation
of the risk to the launderers, a marked decline in the commission
rate charged in a given locale could indicate that the launderers
do not fear detection and capture. Policy makers could then decide
to allocate more enforcement resources to that area and see the
effect of that enhanced enforcement effort on criminal behavior.

Commissions, also known as “points”, are the fees the launderers
charge to launder drug proceeds. These commissions are typically
a negotiated amount paid as a percentage of the total amount
laundered. Commission rates vary from city to city, broker to
broker, and the amount of money to be laundered. Frequently, a
broker will accept the market rate in a particular metropolitan
area. A number of factors may affect the commission rate charged
by the broker. For example, in some areas, such as Los Angeles
and Houston, the market commission rate is lower than
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comparable cities because the narcotics traffickers have devised
economical ways to transport the money across the U.S. border.
Thus, launderers who move money via wire remitters have to
charge a lower rate to compete with the narcotics trafficking
organization and make their services attractive as an avenue to
launder the money.

The U.S. Customs Service has conducted many successful
undercover money laundering investigations and has begun to
capture the underground market price for services to move illegal
drugs and to launder criminal monies. Another federal agency
has conducted a study relating to the cost of doing business for
alien smuggling. FinCEN will lead an effort to examine these
business model assessments to determine if a systematic model
can be constructed to apply to all types of money laundering cases.
In addition, Customs will continue its work and study the
commission percentages in various “markets” or cities. This
information will help to outline regional and national trends, and

Commission rates vary from city to
city, broker to broker, and the amount
of money to be laundered.

provide important background for decision-makers as they decide
how to allocate limited federal law enforcement resources.

Priority 5: Review the costs and resources devoted to anti-
money laundering efforts to allow for informed budget
allocations.

Lead: Assistant Secretary for Management,
Department of the Treasury; Assistant Secretary for
Enforcement, Department of the Treasury; Assistant
Attorney General for Administration, Department of
Justice; Executive Office of the President, Office of
Management and Budget

2001 Accomplishments: During the first quarter of
FY 2001, Treasury convened separate meetings of law
enforcement, financial regulators, and budget experts
to devise 2 common definition of money laundering for
budgetary analytical purposes. Treasury worked with
the Office of Management and Budget (OMB) to
identify agency units that were involved in the
prevention, investigation or prosecution of money
laundering. OMB issued a budget data request (BDR)
to those agencies for information. OMB received
information pursuant to its request, but analytical

disagreements prevented a fuller development of the
material prior to September 11.

2002 Action Items: By December 2002, analyze
results from budget data request and work to ensure
that requests relating to work against terrorist
financing are also incorporated.

In 2001, OMB issued a budget data request (BDR) concerning
the federal government’s anti-money laundering efforts to attempt
to establish the baseline spending on these efforts. The BDR was
intended to serve as a “budget crosscut”, an attempt to cut across
agency lines and their separate appropriations to understand just
what level of federal resources is devoted to a particular
undertaking. Justas budget crosscuts are undertaken to calculate

Having a comprebhensive view of
federal anti-money laundering costs
is essential to permit policy makers
and Congress to draw informed
conclusions about the effectiveness of
the federal government’s anti-money
laundering initiatives.

government-wide spending to combat narcotics and terrorism,
so, too, this tool can be applied to government anti-money
laundering efforts. OMB received information pursuant to its data
call, but analytical disagreements prevented a complete
development of the material prior to September 11. This effort
will recommence in 2002. We anticipate that with increased effort,
the group will be able to reach consensus and resolve these
disagreements.

Having a comprehensive view of federal anti-money laundering
costs is essential to permit policy makers and Congress to draw
informed conclusions about the effectiveness of the federal
government’s anti-money laundering initiatives. Experience has
shown that these budget crosscuts will offer a clearer picture over
time of actual costs as agencies refine their techniques for
calculating specific program costs.

In 2002, we will work with OMB to identify ways to isolate and
quantify federal anti-money laundering costs more precisely so as
to provide the best available information for the FY 2004 budget
build. We will also seek to include information relating to the
government’s efforts to stop the financing of terrorist entities as
part of the budget crosscut.

13
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GOAL 2:

FOCUS LAW ENFORCEMENT AND
REGULATORY RESOURCES ON IDENTIFYING,
DISRUPTING, AND DISMANTLING
TERRORIST FINANCING NETWORKS

We will direct every resource at our command to win
the war against terrorists, every means of diplomacy,
every tool of intelligence, every instrument of law
enforcement, every financial influence. We will starve
the terrorists of funding.
President George W. Bush
September 24, 2001

n responding to the attacks on the World Trade Center and the

Pentagon, President Bush directed the entire U.S. Government

to marshal its resources in a global war against terrorism.’
The U.S. Government has moved aggressively to attack terrorist
financing by refocusing its ongoing anti-money laundering efforts.

Attacking terrorist financing is not
an end in itself, but is one front in a
global campaign to destroy
international terrorist organizations
and to prevent other terrorist acts.

Attacking terrorist financing is not an end in itself, but is one front
in a global campaign to destroy international terrorist organizations
and to prevent other terrorist acts. The goal of this proactive
mission is ultimately to save lives by preventing the use of funds to
fuel terrorism.

However, the scourge of terrorist financing is complex, and it
requires that the U.S. Government synchronize its efforts,
domestically and internationally. Our law enforcement,
intelligence, and regulatory agencies possess tremendous
resources, which are most effective when they are used in a
coordinated manner. We will be successful in this campaign only
if our efforts are unified.

Characteristics of Terrorist Financing
Motivation

Unlike drug traffickers and organized crime groups that primarily
seek monetary gain, terrorist groups usually have non-financial
goals such as seeking publicity, political legitimacy, political
influence, and dissemination of an ideology. Terrorist fundraising
is 2 means to these ends. This requires us to use existing anti-
money laundering laws in ways they have not been used before
and to evaluate existing laws to see if they are adequate to identify
and address the threats posed by terrorist financing transactions,
especially since existing financial reporting requirements may not
be a sufficient tool to enable law enforcement to detect funds used
to finance terrorist operations.

Small Sums with Deadly Effects

While they do not seek financial gain as an end, international
terrorist groups need money to attract and retain adherents and
support their presence and activities locally and overseas. Some
foreign terrorist organizations also need funds for training camps,
firearms and explosive materials, media campaigns, buying
political influence, purchasing insurance policies for suicide
bombers, and even to undertake social projects such as hospitals,
orphanages, and schools — largely with the aim of maintaining
membership and attracting sympathetic supporters. Indeed, for
many terrorist groups the planning and execution of violent attacks
seem to comprise a small part of their total budget.

International terrorist groups need
money to attract and retain adherents
and support their presence and
activities locally and overseas.

With only relatively small sums from the proceeds of traditional
illegal activities, terrorist financing contrasts with the finances of
a drug trafficking network, which earns virtually all of its profits
from illegal activities and moves huge amounts of money. The
financial dealings of a terrorist organization, whose members tend
to live modestly and whose funds may be derived from outwardly
innocent contributors to apparently legitimate humanitarian, social

? On September 23, 2001, the President, by Executive Order (E.O.) 13224, directed the Secretary of the Treasury, the Secretary of State, and other
appropriate agencies, to “den[y] financing and financial services to terrorists and terrorist organizations.” 66 ER. 49079, 49081 (Sept. 25,
2001). E.O. 13224 blocks all property and interests in property of the terrorist-related individuals and entities designated under the order. See

Appendix 12 for the text of E.O. 13224.
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and political efforts, are considerably more difficult to investigate
than those of a drug trafficker.

Terrorists, like criminals motivated by profit, do rely on ordinary
criminal activity, such as robbery, drug trafficking, kidnapping,
extortion, and currency counterfeiting, to fund part of their terrorist
activities. Terrorist groups may divert some of the proceeds from
their criminal activities to their terrorist efforts. However, a much
larger portion of the terrorists’ funding comes from contributors,
some of whom know the intended purpose of their contribution
and some of whom do not.

Since the early 1990s, terrorist
groups have relied increasingly on
donations for financial support,
much of it from like-minded NGOs in
the West and Persian Gulf states.

Origins of Financial Support

Terrorist groups tap a range of sources for their financial support.
Hlicit revenues derived from the proceeds of traditional criminal
activities may be commingled with legitimate funds because radical
organizations have been able to draw on profits from commercial
enterprises and on donations from witting and unwitting
sympathizers. Terrorist funds may be derived from a variety of
sources, "’ including otherwise legitimate commercial enterprises"
and non-governmental organizations (NGOs)."

Moving Terrorist Money

Individual financial transactions tied to terrorist operations typically
involve amounts that are small enough to be moved without
triggering the existing thresholds that require notification to law
enforcement or regulatory authorities. These transactions are often

camouflaged as legitimate business, social, or charitable activities.
As aresult, it becomes difficult to follow terrorist money trails. At
the front end of the process — the fundraising stage — small

Individual financial transactions
tied to terrorist operations are often
camouflaged as legitimate business,
social, or charitable activities. As a
result, it becomes difficult to follow
terrorist money trails.

amounts can be funneled through a series of collection points
and then periodically moved to intermediaries around the world
for onward distribution and transmission. At the operational stage,

There is evidence that non-
traditional money movement
systems, such as hawala and other
alternative remittance systems, have
been used as links in the terrorist
Sfinancial chain.

small amounts are moved using a variety of traditional money
transfer mechanisms, including money remitters, credit/debit
cards, ATM accounts and physical transportation.'®

There is also evidence that non-traditional money movement
systems, such as hawala and other alternative remittance systems,
have been used as links in the terrorist financial chain. These

1 Several rogue nations provide material assistance or resources to terrorists and some provide financial support to terrorists. Other governments

have also been a source of financial support for some terrorist organizations.

! Terrorist groups earn profits from businesses they own and also secure donations from sympathetic entrepreneurs. Examples of such businesses
include construction companies, honey shops, tanneries, banks, agricultural commodities growers and brokers, trade businesses, bakeries,

restaurants, bookstores, and other proprietorships.

12 Since the early 1990s, terrorist groups have relied increasingly on donations for financial support, much of it from like-minded NGOs in the

West and Persian Gulf states.

13 Shell banks, shell companies, and accounts held by nominees can be used to camouflage terrorists’ interactions with legitimate financial

institutions.
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non-traditional systems include: the shipment of bulk currency;'
the use of money service businesses, such as money transmitters,
to move small amounts of funds; use of money changers;" and the
use of alternative remittance systems, such as hawala or hundi.'®

The United States has identified 210
terrorist-related individuals and
entities, and the U.S and
international community have
blocked over $112 million in
terrorist-related assets. Over 160
countries have blocking orders in

Jorce, and over 500 accounts have
been blocked.

Results Since September 11

The campaign against terrorist financing requires a multi-faceted
approach. Our efforts to date have focused on cutting the flow of
funds to terrorist groups as well as safeguarding the long-term
security of the international financial system against abuse by
terrorist financiers. Since this battle is international in nature,
our initiatives have also focused on obtaining international
cooperation and assistance in this endeavor. We have achieved
marked success to date.

On September 23, 2001, President Bush signed Executive
Order 13224 requiring the blocking of all property and
interests in property of certain designated terrorists and
related entities. Pursuant to that Order, the United States
has identified 210 terrorist-related individuals and entities,
and the U.S and international community have blocked over
$112 million in terrorist-related assets. In addition, 211
countries and jurisdictions have pledged support for our
efforts, over 160 countries have blocking orders in force,
and over 500 accounts have been blocked. Moreover,
federal law enforcement has concentrated its efforts in an
unprecedented way on investigating terrorist financing
networks.

In October 2001, the Financial Action Task Force on Money
Laundering (FATF) convened an Extraordinary Plenary
meeting in Washington, D.C. to discuss measures to address
terrorist financing. At this meeting, the FATF adopted Eight
Special Recommendations regarding terrorist financing."”
These standards have become an international benchmark
for fighting terrorist financing at a structural level. At the
same time, the Egmont Group of Financial Intelligence Units
(FIUs) met to discuss ways of sharing more efficiently
financial information that might be relevant to terrorism
investigations. As part of these efforts, we have provided
necessary technical assistance and training to many
countries seeking to improve their legal and regulatory
systems.

On October 26, 2001, President Bush signed into law the
USA PATRIOT Act'®, a landmark piece of legislation that
provides law enforcement and financial regulators with
significant new tools to detect, investigate, and prosecute
money laundering, and broad legal authority to require

14 Cash carried by trusted operatives is the most difficult to track because it usually leaves no paper trail.

15 Money changers play a major role in transferring funds in Asia, the Americas, the Middle East, and other regions. Their presence is largest in
countries where cash is an accepted me ans to finalize business deals and where large numbers of expatriates work to remit funds to family
abroad. Money exchanges can wire funds anywhere in the world via their accounts at conventional banks, and they can be used as intermediaries
between a criminal or terrorist and a legitimate financial institution. In many jurisdictions, they typically are subject to less regulation and other

scrutiny than banks.

16 These systems are prevalent throughout Asia (especially the subcontinent) and the Middle East as a means of servicing expatriate communities
that have not had access to or have traditionally avoided banks that are subject to government monitoring or controls. Such systems frequently
rely on a trust-based relationship in which currency given by a sender to a broker or dealer in one part of the world is paid out of funds main-
tained by a second intermediary to the designated recipient in an another part of the world, minus a small commission. Such systems are
particularly vulnerable to criminal financial activity, including terrorist financing, because of the anonymity, lack of record keeping, and reliance

on an ethnic-based personal trust associated with the transactions.

7 The text of the FATF Eight Special Recommendations on Terrorist Financing are set forth in Appendix 11 .

18 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (“USA PATRIOT”

Act), Pub.Law 107-56 (Oct. 26, 2001).
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the forfeiture of assets related to terrorism. In addition,
this Act set the groundwork for greater public/private
cooperation with the nation’s financial institutions in
working to uncover the financial network that financed the
attacks, to identify other potential terrorists, and to shut
off the flow of funds to terrorist organizations.

The special recommendations
include: criminalizing the financing
of terrorism and associated money
laundering, freezing and confiscating
terrorist assets, reporting suspicious
transactions related to terrorism, and
reviewing the adequacy of laws and
regulations relating to entities, such
as non-profit organizations, that can
be abused for the financing of
terrorism.

These achievements lay the groundwork for our multi-pronged
campaign against terrorist financing.

* OBJECTIVE 1: IMPLEMENT A MULTI-PRONGED
OPERATIONAL STRATEGY TO COMBAT TERRORIST FINANCING.

President Bush has stated that the top priority of the United States
government is to prevent future terrorist attacks and to bring
terrorists to justice. The goal of identifying, disrupting, and
dismantling terrorist financing networks is critical to our overall
anti-terrorism strategy.

An inter-agency group coordinates the fight against terrorist
financing. Participants include representatives of the Departments
of Treasury, Justice, and State, the National Security Council, and
the intelligence community. This group considers evidence of
terrorist financing networks and coordinates multiple strategies
for targeting terrorist individuals, groups, and their financiers and
supporters.

Priority 1: Direct and concentrate intelligence resources
on gathering critical financial information related to
terrorism and money laundering.

Lead: Director, Central Intelligence Agency; Director,
Federal Bureau of Investigation.

2002 Action Items: (1) Focus collection efforts on
high-impact targets that support terrorist groups that
threaten the United States and its interests. (2)
Coordinate terrorist financing and anti-money
laundering intelligence gathering efforts within the
intelligence, law enforcement, and regulatory
communities.

President Bush has stated that the top
priority of the United States
government is to prevent future
terrorist attacks and to bring
terrorists to justice. The goal of
identifying, disrupting, and
dismantling terrorist financing
networks is critical to our overall
anti-terrorism strategy.

Collection of information by the intelligence community is a critical
part of the U.S. Government’s ability to discover how terrorist
financial networks operate and how criminal groups move their
illicit money. Since September 11", additional resources have
been devoted government-wide to the collection of information

Intelligence information must also
continue to support law enforcement’s
ability to determine how criminal
networks launder their illicit profits.

about terrorist support networks. These resources are committed
to focusing on targeting entities that support terrorist groups. This
effort will be measured on a periodic basis by how much
information (in the form of reports or analysis) is gathered and
passed to the inter-agency community by the intelligence
community that relates to these types of targets. Intelligence
information must also continue to support law enforcement’s ability
to determine how criminal networks launder their illicit profits,

17
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so that appropriate steps can be taken to shut off those routes and
to seize the laundered funds.

Priority 2: Identify and block assets of terrorists and
those individuals and entities who financially or materially
support terrorist organizations.

Lead: Department of the Treasury; Department
of State.

2002 Action Items: (1) Identify high-impact targets
for potential designation as Specially Designated
Global Terrorists (SDGTs). (2) Enhance collection of
evidence to support SDGT designations. (3) Designate
and block the assets of SDGTSs.

The war against the financing of terrorist groups requires a fresh
perspective and innovative weapons. The President unleashed one
such weapon by signing Executive Order (E.0.) 13224 on
September 23, 2001." That order, issued under the authority of
the International Emergency Economic Powers Act (IEEPA) (50
U.S.C. 1701 et seq.) declared a national emergency with respect
to acts and threats of terrorism committed by foreign terrorists
against the United States. E.O. 13224 blocks all property and
interests in property of the terrorist-related individuals and entities
designated under the order. The E.O. also provides broader powers

Executive Order (E.0.) 13224
declared a national emergency with
respect to acts and threats of
terrorism committed by foreign
terrorists against the United States.

to block the assets of those who provide financial or other services
to terrorists and their supporters and those determined to be
associated with terrorists, wherever they are located. Any
transaction or dealing in the U.S. in blocked property, or interests
in such blocked property, is prohibited. Under E.O. 13224, 210
entities and individuals have been designated and $34.3 million
has been blocked domestically as of June 10, 2002, and $77.8
million has been blocked by our allies as of the same date.

Investigative agencies, regulatory agencies, and the financial
community all must play a role in denying terrorists financial
support by identifying and blocking their assets. Our strategy for
blocking terrorist assets includes: identifying and designating
targets as Specially Designated Global Terrorists (SDGTs) under
E.O. 13224;* locating and tracking SDGT assets and accounts;
pre-notifying allies; and blocking the assets of designated entities
or individuals by order of the Secretary of the Treasury or Secretary
of State.

Any transaction or dealing in the U.S.
in blocked property is prohibited.
210 entities and individuals have
been designated and $34.3 million
has been blocked domestically as of
June 10, 2002.

The emphasis for the United States Government must be on
targeting the financial substructure of terrorist organizations
worldwide. The concentration will remain on al Qaida support
networks, so as to prevent any further terrorist attacks against the
United States, but it will also focus on other terrorist networks, as
appropriate, such as the FARC and AUC, that pose a grave risk to
U.S. interests around the world. The ultimate measure of success
in this effort will be designations that rupture terrorist financing
flows and deter those who would otherwise provide material
support and financing to terrorist groups.

Priority 3: Deploy diplomatic resources to ensure
international cooperation in tracking and freezing the
assets of terrorist financiers and networks abroad.

Lead: Department of State.

2002 Action Items: (1) Gain the support of partners
abroad in freezing assets simultaneously by providing
critical technical and legal assistance to allow such
countries to take coordinated blocking action with the
United States. (2) Expand channels to enhance the

19 E.O. 13224 is republished in Appendix 12. Earlier Executive Orders and U.S. law had already targeted certain other terrorist assets.

% The designations will be based on recommendations by an interagency Policy Coordinating Committee (PCC), chaired by the

Department of the Treasury.
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sharing of information on a real-time basis by
establishing and enhancing direct contacts with
relevant foreign officials and agencies. (3) Coordinate
alternative ways of confronting known terrorist
supporters through “quiet” diplomatic channels.

The United States understands that our efforts to track and disrupt
the financing of terrorist groups cannot be successful unless we
obtain the support of our international partners. Since September
11" we have worked very closely with our allies in all regions of
the world to combat the scourge of terrorist financing. All but a

The United States must target the
financial substructure of terrorist
organizations worldwide.

handful of the countries around the world have pledged their
support to our efforts.

The Departments of State, Treasury, and Justice and the intelligence
community, will work to enhance the level of cooperation currently
received from our partners abroad, including the blocking of assets
held by terrorist entities. We will continue discussions with our

We will continue discussions with our
allies to help ensure that the
international community can take
unified action and prevent terrorist
groups from having access to the
assets they need to finance their acts
of terrorism.

allies to help ensure that the international community can take
unified action and prevent terrorist groups from having access to
the assets they need to finance their acts of terrorism.

This will entail the following action: (1) providing critical technical
and legal assistance to countries, in coordination with the United
Nations and other multilateral efforts, to allow such countries to
take coordinated blocking action with the United States and other
countries that identify terrorist supporters or financiers;

(2) devising strategies to use multilateral organizations to help
deliver such technical assistance; and (3) using bilateral and
multilateral channels to impel countries to take coordinated action
with us, as well as unilateral steps, in the ongoing effort to identify
terrorist supporters.

As part of this effort, there needs to be greater information sharing
among countries in ways that allow for real-time exchanges of
critical leads and documents. To this end, U.S. Ambassadors in
critical posts are leading interagency coordination teams, including
country and legal attachés at the embassy, to work with our allies
to coordinate law enforcement action, to share information about
suspect individuals and entities, and to address jointly how best to
deal with suspected terrorist supporters and financiers. In
addition, we will begin holding regional training and informational
sessions in U.S. posts abroad to ensure that U.S. personnel overseas
will effectively obtain relevant information from their foreign
counterparts. The U.S. Government is also addressing this issue
multilaterally, whenever possible, as seen in the G-7, G-8, and
Financial Action Task Force (FATF) contexts. In particular, we are
using the 58-member Egmont Group of Financial Intelligence Units
(FIUSs), of which FinCEN is a part, to promote the extent and quality
of financial information being shared internationally as well as to
develop operational FIUs in those countries with key economies
in parts of the world where FIUs do not exist.

U.S. Ambassadors in critical posts are
leading interagency coordination
teams to work with our allies to share
information about suspect individuals
and entities.

The U.S. Government is also developing approaches to engage with
foreign governments in “quiet diplomacy” to address the problem
of known terrorist supporters living abroad. Various strategies
may be necessary depending on the targets identified, the countries
where the targets reside or are located, and the way in which the
terrorist financing may be stopped. The U.S. Government will
devise particular strategies with respect to how to engage with
countries to deal with suspected terrorist support networks and
adherents.

19
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* OBJECTIVE 2: IDENTIFY AND TARGET THE SYSTEMS AND
METHODS USED BY TERRORIST FINANCIERS.

Terrorists and those who sponsor and finance them exploit
vulnerabilities in both the “traditional” and non-traditional
financial systems. Terrorist groups move funds through the formal
financial system by, among other things, channeling wire transfers,
money orders, cashier’s checks, and bank drafts through shell
corporations and nominees, and third parties who act on behalf
of a principal.

Priority 1: Identify and target the methods used by terrorist
supporters to raise and move money to terrorist groups
through formal financial systems.

Lead: Department of the Treasury; Federal Bureau of
Investigation (FBI).

2002 Action Items: (1) Develop enhanced
information sharing with the financial community.

(2) The FBI, in conjunction with participating
agencies, will complete a review of traditional financial
systems used by the September 11th terrorists.

Information is the most critical weapon in the war against terrorist
financing. The information-sharing provisions of the USA PATRIOT
Act provide for increased sharing of information not only within
the government but also with and among the financial community.

The banking and financial industry and its Federal regulators are
important components of the U.S. efforts to combat terrorist
financing. Financial institutions are often the financial front-line
of defense, since their employees can help to identify the
transactions of suspected terrorists. Recent events underscore
the need for financial organizations to conduct effective and
enhanced due diligence.?' Law enforcement, in coordination with
the financial sector and international bodies, is attempting to
determine if there are any specific indicators of terrorist-related
money laundering that may be distinguishable from classic money
laundering. This effort will help law enforcement to identify
suspects and to determine if there is a way to detect proactively
suspicious activity related to terrorism.

To this end, FinCEN issued an advisory to financial institutions in
January 2002, that set forth some aspects of financial transactions
that are indicative of terrorist funding.?* In April 2002, FATF issued

A North Carolina jury convicted
several individuals in June 2002 for
racketeering, conspiracy, and
conspiracy to commit money
laundering for funneling profits
Jrom a cigarette smuggling operation
to the terrorist group Hezbollah.

atypologies document, entitled “Guidance for Financial Institutions
in Detecting Terrorist Financing Activities,” to help assist the
financial community to determine how traditional financial systems
can and have been misused by terrorists.?> We will continue this
outreach, in an effort to see if the government can learn from the
financial and banking sectors about patterns and trends that they
may witness related to terrorist financing. FinCEN will issue
updated advisories to reflect uncovered patterns of terrorist
financial behavior.

The FBI is leading an interagency effort to understand how the
September 11" terrorists exploited existing vulnerabilities in
traditional financial systems. When this review and investigation
are completed, appropriate officials from law enforcement and
federal financial regulators can meet to determine what changes,
if any, to implement to prevent further exploitations of those
vulnerabilities.

The extensive revisions to the U.S. anti-money laundering regime
contained in the USA PATRIOT Act, described in greater detail in
Goal 4, contemplate an even greater role for both the banking
industry and its regulators in our fight against terrorist financing.
For example, new information sharing provisions contained in
section 314 of the Act afford financial institutions greater flexibility

21 Suspicious Activity Reports (SARs) can be an important tool in combating terrorist financing, even though the small sums moved by terrorists
may often fall below the SAR reporting thresholds. The banking agencies and FinCEN will provide whatever information is available to financial

institutions about suspected terrorist financing networks.

2Immediately following the September 11" attacks, FinCEN established a Financial Institutions Hotline (1-866-556-3974) for financial institutions
to report voluntarily to law enforcement suspicious transactions that may relate to recent or potential terrorist financial activity. For more
information about the hotline and the advisory, see the FinCEN website: http://www.treas.gov/fincen.

% For a copy of the FATF guidance, see the FATF website: http://www.fatf-gafi.org.
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in evaluating potential risks and sharing their concerns with both
the federal government and amongst themselves.”* We will use
these expanded channels of information sharing to empower the
private sector in determining how best to defend the traditional
banking system from abuse. In so doing, we will be in a better
position to develop appropriate criteria and regulations that will
help law enforcement uncover or prevent the movement of money
for terrorist financing purposes.

New information sharing provisions
afford financial institutions greater
flexibility in evaluating potential
risks and sharing their concerns with
both the federal government and
amongst themselves.

Priority 2: Concentrate on informal value transfer systems,
such as hawalas, as a means of moving money.

Lead: Financial Crimes Enforcement Network
(FinCEN).

2002 Action Items: (1) FinCEN and the National
Institute of Justice will conduct studies on alternative
remittance systems, including hawalas. (2) An
interagency working group will develop recommended
“best practices” for the alternative remittance industry.

(3) By September 2002, FinCEN will establish a Non-
Traditional Methodologies Section to develop expertise
in understanding how non-traditional systems are used
to move criminal proceeds, especially by terrorist
financiers.

Because of its anonymity and secrecy,
hawala is known by law enforcement
to have been used as a money
laundering mechanism for alien
smuggling, drug trafficking, and
terrorist financing in some parts of
the world.

Non-traditional systems, known generally as alternative remittance
systems, refer to a family of monetary remittance systems that
provide for the transfer of value outside of the regulated financial
industry.® These systems, including hawala, rely primarily on trust
and the extensive use of connections, such as family relationships
and regional ethnic affiliations. Hawala makes minimal or often
no use of any sort of negotiable instrument. Transfers of money
take place based on communications between a network of
hawaladars, or hawala dealers.” Because of its anonymity and
secrecy, hawala is known by law enforcement to have been used
as a money laundering mechanism for alien smuggling, drug
trafficking, and terrorist financing in some parts of the world.

% On March 4, 2002 FinCEN issued an interim rule and proposed regulations encouraging information sharing among law enforcement,
regulators, and financial institutions concerning known or suspected terrorists or money launderers. The regulations, promulgated pursuant to
section 314 of the PATRIOT Act, also permit financial institutions, after providing notice to Treasury, to share information with each other and
report to law enforcement activities that may relate to money laundering or terrorism. Concomitantly, Section 362 requires the Secretary of the
Treasury to establish a network in FinCEN to allow financial institutions to file BSA reports electronically through a secure network and provide

financial institutions with alerts regarding suspicious activities.

% These systems are known by a variety of names reflecting ethnic and national origins pre-dating the emergence of modern banking and other
financial institutions. Included, among others, are systems such as hawala, hundi, fei ch’ien, phoe kuan, bui k’'uan, ch’iao bui and nging sing
kek. These systems provide mechanisms for the remittance of currency or other forms of monetary value — most commonly gold — without

physical transportation or use of contemporary monetary instruments.

% The FATF-XI Report on Money Laundering Typologies contains the following description of a typical hawala transaction. “Funds which are to be
moved from the United Kingdom to India, for example, will be provided to a UK hawaladar in UK currency or some other form. This hawaladar
then contacts another hawaladar by phone or fax at the destination and requests that an equivalent sum (minus a small percentage charge) be
paid out in Indian rupees or gold to the individual designated by the customer in the UK. The process can also move funds in the opposite
direction. In instances where accounts become imbalanced between hawaladars over time, the accounts are settled through reciprocal remit-
tances, trade invoice manipulation, gold and precious gem smuggling, the conventional banking system, or by physical movement of currency.”
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In late 2001, FinCEN and DOJ’s National Institute of Justice
contracted with experts to develop and deliver reports in fall 2002
on terrorist financing systems. The report to FinCEN, to be based
primarily on law enforcement investigative information, will focus
on the use of these systems in terrorist fundraising and the
movement of funds associated with terrorist activity in the U.S. In
addition, the DOJ study addresses the international implications
of terrorist financing systems. These initiatives will enable the
government to identify how informal systems have been used to
facilitate terrorist financing?” and how such systems interact with
the mainstream financial community.”®

Our strategy is (1) to force terrorist financiers to reduce reliance
on hawala and similar systems and to channel their money into
more transparent, formal financial transactions; (2) to regulate
hawaladars so that legitimate hawaladars comply with financial
reporting structures; and (3) to target the illegal use of hawala for
intensive investigation.

To this end, Treasury will lead an interagency process to develop a
set of internationally accepted standards or “best practices” for
the alternative remittance industry. This goal will be pursued in
the context of the Financial Action Task Force (FATF) Special
Recommendations on Terrorist Financing and the Asia Pacific
Group (APG) recommendations on Alternative Remittance and
Underground Banking Systems, both of which call for enhanced
regulatory oversight. As part of this effort, the U.S. Government
participated in 2 worldwide hawala conference held in the United
Arab Emirates in May 2002, that resulted in the Abu Dhabi
Declaration calling on all countries to regulate hawalas based on
the FATF Special Recommendations. In addition, FinCEN hosted a
hawala seminar for domestic law enforcement agencies in May
2002, and will sponsor an international seminar in October 2002
as part of an Egmont Group-United Nations training session to be
held in Mexico.

With respect to enforcement, the IRS will work in concert with
FinCEN to gauge the extent to which hawala operators are in
compliance with BSA registration and suspicious activity reporting

requirements for MSBs. Law enforcement and regulatory attention
will also focus on the hawala settlement process where transactions
often reenter traditional financial systems. By focusing on the
reentry of funds into the traditional financial system, law
enforcement can then leverage the existing regulations that exist
for the financial industry.

Treasury will lead an interagency
process to develop a set of
internationally accepted standards or
“best practices” for the alternative
remittance industry.

Priority 3: Focus enforcement and regulatory efforts on
alternative means of moving and hiding money, such as
wire remitting outlets, bulk-cash smuggling, and trade in
precious stones and commodities, to deter the funding of
terrorist groups.

Lead: Department of the Treasury; Department
of Justice.

2002 Action Items: Law enforcement will investigate
the links between precious stone and commodity
trading and the funding of terrorist groups. By March
2003, the Departments of Treasury and Justice will
produce a report as to how money is being moved or
value is being transferred via the trade in precious
stones and commodities.

Terrorists, like other criminals, move money and transfer value in
a variety of ways. Wire transfers of illicit funds, for example, are
readily concealed among the vast number of wire transfers moved

?7 The risk of misuse of hawala by terrorist organizations and cells is considerable. Al Barakaat is a financial and telecommunications conglomer-
ate founded in 1989 and operating in 40 countries around the world. It is involved in telecommunications, wire transfer services, Internet service,
construction, and currency exchange. On November 7, 2001, the U.S. designated Al Barakaat as an SDGT and blocked its assets. U.S. authorities
seized records and closed Al Barakaat offices in four states. On the same day, the international community shut down a hybrid hawala operation
known as Al-Barakaat, which was being used to move money through Dubai into Somalia and other countries.

2 While hawala may appear to be cumbersome and risky, remitters may be motivated to use it for several reasons. A hawala transaction may be
relatively cost-effective because of hawaladars’ low overhead, integration with existing business activities, and avoidance of foreign exchange
regulations and taxes. A hawala remittance can often also be completed more quickly than an international wire transfer that involves at least one
correspondent bank. For customers without social security numbers and adequate identification, banking relationships are problematic. The
hawaladar, however, often requires nothing from the remitter but his cash and a basis for the trust inherent in hawala transactions, usually a link
based on cultural or ethnic relationships. The anonymity and lack of paper trail also hides the remittance from the scrutiny of tax authorities.
Lastly, some areas of the world are poorly served by traditional financial institutions while the hawaladar may offer a viable alternative.
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daily by electronic funds transfer systems. Law enforcement has
historically pursued successful investigations against individuals
and organizations that utilize money-remitting businesses to
transfer proceeds across state and country borders.

In Operation Goldmine, law
enforcement uncovered the activities
of Speed Joyeros (Speed Jewelers), a
Panamanian gold and jewelry
business that laundered the narcotics
proceeds of numerous Colombian
drug traffickers. 1.6 tons of finished
gold jewelry and 2.3 tons of finished
silver jewelry have been seized.

Various schemes appear primarily designed to evade federal
record-keeping, reporting, and customer identification
requirements which are in place to detect money laundering.
These activities include basic structuring of money transfer
transactions below the reporting and identification dollar amount
thresholds mandated by government; the use of multiple money
transfer agent businesses and/or parent remitter companies to
avoid overall monitoring and detection by the industry; and
frequent use of falsified names, addresses, and receipts as a “cover”
justification for the substantial illicit funds transfers.

The law enforcement community has long suspected that bulk cash
smuggling is used by some terrorist organizations to move large
amounts of currency. In response to the September 11" events,
Customs utilized an outbound currency operation, Operation
Oasis, and refocused their efforts to target 23 identified nations
involved in the laundering of money.” These efforts will continue.

Federal law enforcement will continue to work with other agencies
and departments within the U.S. Government to address how and
to what degree the trade in diamonds (in particular “conflict
diamonds”), precious stones like tanzanite, gold, and other
precious metals are being used to launder money, to finance
terrorist groups, and to transfer value. By March 2003, the
Departments of Treasury and Justice will produce a report as to

how money is being moved or value is being transferred via the
trade in precious stones and commodities. This will then form
the basis for an informed strategy as to how to address this financing
mechanism.

Between October 2001 and February
2002, Customs made over 200
seizures through Operation Oasis
preventing the movement of over $10
million.

Priority 4: Investigate the use of non-governmental
organizations to raise, collect, and distribute funds to
terrorist groups as well as wealthy individuals who donate
to terrorist movements.

Lead: Department of Justice; Department of the
Treasury.

2002 Action Items: (1) Identify and track foreign
NGOs, including charitable organizations, that are used
to funnel money in support of terrorism, terrorists, or
terrorists’ families. (2) Develop “best practices” for
foreign NGOs in order to assist them in establishing
compliance programs. 3) Assist foreign central banks,
finance ministries and regulators, through training and
information sharing, to enhance their efforts to
regulate fundraising groups that finance terrorism.

The use of non-governmental organizations (NGOs), including
charities, to raise funds in support of terrorist groups is an area
that demands further attention from the U.S. Government.
Investigation and analysis by the law enforcement and intelligence
communities has yielded information indicating that terrorist
organizations utilize charities and NGOs to facilitate funding and
to funnel money. Charitable donations to NGOs are commingled
and then often diverted or siphoned to groups or organizations
that support terrorism. Fundraising may involve community
solicitation in the United States, Canada, Europe, and the Middle

» As of May 3, 2002, Operation Oasis has seized over $13 million in bulk cash. The Customs Service has primary jurisdiction for enforcing those
regulations requiring the reporting of the international transportation of currency and monetary instruments in excess of $10,000 (31 U.S.C. §
5316 etal.). The USA PATRIOT Act has enhanced the Customs Service ability to investigate these activities by making inbound and outbound
smuggling of bulk cash a criminal offense for which Customs has exclusive investigative jurisdiction (31 U.S.C. § 5332(a)). By criminalizing this
activity, Congress has recognized that bulk cash smuggling is an inherently more serious offense than simply failing to file a Customs report.
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East or solicitations directly to wealthy donors. Though these NGOs
may be offering humanitarian services here or abroad, funds raised
by these various charities are diverted to terrorist causes. This
scheme is particularly troubling because of the perverse use of
funds donated in good will to fuel terrorist acts and because of the
privacy and First Amendment protections traditionally afforded in
this area.

Terrorist organizations utilize
charities and non-governmental
organizations (NGOs) to facilitate
Junding and to funnel money.

The IRS regulates charities operating under Section 501(c) (3) of
the Internal Revenue Code, and it has a wealth of knowledge
concerning how charities function and how unscrupulous
criminals can abuse them. In coordination with law enforcement,
as appropriate, the IRS Tax Exempt and Government Entities
Operating Division will investigate suspect charities of all stripes
that provide financial and material support to terrorist groups.
The IRS is also drafting guidance concerning the deductibility of
contributions made to organizations designated as terrorist-related
organizations under Presidential Executive Orders 13224 and
12947.

The United States will work to develop
international “best practices” on how
to regulate charities to prevent their
abuse and infiltration by terrorists
and their supporters.

The United States will work, within the context of the FATF Eight
Special Recommendations, to help develop international “best
practices” on how to regulate charities to prevent their abuse and
infiltration by terrorists and their supporters. At the June 2002
FATF Plenary meeting, the United States presented a paper that
will form the basis for a discussion of international standards. As
part of this effort, the U.S. Government will identify high-risk areas

and deploy multi-agency teams to assist host governments in
applying charitable regulation “best practices”. These teams will
be composed of experts from various agencies to ensure all aspects
of terrorist financing are addressed. The teams will also meet
with representatives of foreign central banks, finance ministries,
and regulators to encourage the development of efforts in particular
countries to regulate fundraising groups that finance terrorism.

Priority 5: Identify and focus on the use of the Internet
for cyberfundraising as a means of raising funds for
terrorist groups.

Lead: Department of the Treasury; Department
of Justice

2002 Action Items: By April 2003, the law
enforcement community will conduct a study, in
coordination with the intelligence community, to
determine how the Internet is used to raise and move
funds to terrorist groups.

The use of the Internet to raise, spend, and move money is now
common. There are indications that terrorist groups use the
Internet to communicate, to recruit, and to raise money for their
respective causes. As terrorist groups recruit young people,
including students, engineers, and computer specialists, their use
of the Internet to raise funds is likely to increase. The federal law
enforcement community has the expertise and capabilities to
address this issue in a concerted way.** The Departments of the
Treasury and Justice will conduct a study by April 2003, to
determine how the Internet is, or could be used, by terrorist groups
to raise and move money.

* OBJECTIVE 3: IMPROVE INTERNATIONAL EFFORTS TO
DISMANTLE TERRORIST FINANCING NETWORKS.

Because terrorism and terrorist financing are global in nature,
international cooperation is an essential component of the U.S.
strategy to combat terrorist financing. The broad international effort
to combat terrorist financing encompasses the international
financial institutions (IFIs) as well as other multilateral
organizations. At the urging of the U.S. and other nations, the IFIs
and several multilateral bodies adopted action plans that extend
their work to include issues related to terrorist financing and more
comprehensive coverage of anti-money laundering. This systemic
approach to dealing with the vulnerabilities in the financial system
is essential to the long-term stability of the financial system and its
security against abuse by terrorist financiers.

% The U.S. Secret Service, through its regional Electronic Crimes Task Forces, the U.S. Customs Service, through its Cyber Smuggling Center, and
the FBI, through its cybercrime units and the National Infrastructure Protection Center, are particularly well-suited to this task.
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Priority 1: Improve collaborative international efforts to
isolate terrorist financing networks and provide
information to the U.S.

Lead: Coordinator of Counterterrorism (SC/T), and
Assistant Secretary of State, Bureau of Economic Affairs
(EB), Department of State; Department of the
Treasury; Department of Justice.

2002 Action Items: (1) By December 15, 2002,
establish guidelines for the type of background
information useful and necessary for countries to issue
blocking lists. (2) Issue regular reports on
international cooperation to monitor blocking orders
in place, timeliness of blocking actions, amount of
assets blocked, and number of networks shut down.

Sharing of information among international partners is essential
to allow coordinated and timely actions against targeted entities.
The current international processes for delivering background
information or providing notification of actions are determined
by the vicissitudes of bilateral contacts and are often inconsistent.
Thus, there is a need to devise standards for improving designation
by establishing generally recognized standards for notification and
information sharing about targets.

International cooperation is an
essential component of the U.S.
strategy to combat terrorist
Jfinancing.

The U.S. Government will continue its efforts to encourage key
allies to join the United States when it issues new lists of terrorists
and terrorist entities whose assets are subject to blocking. As part
of this effort, the State and Treasury Departments will continue to
urge on a bilateral basis the submission of names for designation.
Specifically, the United States will ask countries to share information
about and propose designations for terrorist-related individuals
and entities that reside or operate within their respective
jurisdiction. We will monitor international cooperation by
compiling reports on the number of blocking orders in place,
timeliness of blocking actions, amount of assets blocked, and
number of networks shut down.

We will also move quickly to investigate and block the assets of
those terrorist individuals and entities identified by other countries
or regional groups, as we have already done in the case of certain
terrorists designated by the European Union. In addition, the
United States will work with its allies, through the G-7, G-8, and
other multilateral processes, to establish common criteria for pre-
notification and the background information necessary to
substantiate a designation.

We will move quickly to investigate
and block the assets of those terrorist
individuals and entities identified by
other countries or regional groups.

Priority 2: Provide technical assistance to jurisdictions
willing and committed to fight terrorist financing networks.

Lead: Coordinator of Counterterrorism (SC/T) and
Assistant Secretary of State, Bureau for International
Narcotics and Law Enforcement Affairs (INL),
Department of State; Department of the Treasury,
Department of Justice.

2002 Action Items: By October 2002, recommend a
plan to prioritize the delivery of U.S. and foreign
technical assistance to willing and committed foreign
countries for combating terrorist financing.

In implementation of United Nations Security Council Resolution
(UNSCR) 1373, the U.S. has provided the UN Security Council
Counter-Terrorism Committee a report that identifies training and
other technical assistance related to combating terrorism that
potentially can be provided to foreign countries. The U.S. has
convened an inter-agency working group, co-chaired by S/CT and
INL, to consider how best to optimize U.S. Government technical
expertise to enhance international capabilities to fight terrorist
financing networks. The U.S. will continue to provide information
through various international fora on courses and training and
technical assistance plans available, and will encourage other
governments to do the same so that assistance to targeted recipient
countries is coordinated and non-redundant.

In addition, as part of their action plans to combat terrorism
financing and address money laundering concerns, the IMF and
World Bank will increase technical assistance to enable countries
to implement appropriate international standards to strengthen
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financial systems. As part of this effort, the IFIs will work with the
United States and other donors to maximize the effective use of
the resources available.

Priority 3: Urge countries and territories to implement
counter-terrorism financing standards in regional and
multilateral fora.

Lead: Department of the Treasury; Assistant
Secretary, INL, Department of State.

2002 Action Items: Coordinate with regional and
multilateral organizations and fora to develop and
implement appropriate standards to combat the
financing of terrorism.

The U.S. and other G-7 and G-20 Finance Ministers and Central
Bank Governors have agreed to comprehensive action plans to
combat the financing of terrorism. These action plans encompass
an intensified commitment to freeze terrorist assets and for rapid
completion by the FATE, IME, and World Bank of a framework for
assessing the compliance of the FATF 40 Recommendations and
the FATF 8 Special Recommendations for terrorist financing as
part of financial sector assessments by the IMF and World Bank.

Such efforts are vital to establish the appropriate policy regimes
and framework to combat the financing of terrorist entities. The
Asian-Pacific Economic Cooperation (APEC), the Manila
Framework Group, and the Association of South East Asian Nations

The Asian-Pacific Economic
Cooperation (APEC), the Manila
Framework Group, and the
Association of South East Asian
Nations (ASEAN) Regional Forum have
agreed to focus their efforts on
combating terrorist activities and the
financing of terrorism.

(ASEAN) Regional Forum have also all agreed to focus their efforts
on combating terrorist activities and the financing of terrorism.
The U.S. government will use all institutional channels to push for
the establishment of counter-terrorist financing standards.
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GOAL 3:

INCREASE THE INVESTIGATION AND
PROSECUTION OF MAJOR MONEY
LAUNDERING ORGANIZATIONS AND SYSTEMS

T he 2001 Strategy recognized that law enforcement must

focus its efforts on the investigation, prosecution and

disruption of major money laundering organizations. This
remains our focus for 2002. In Fiscal Year 2001, federal law
enforcement agencies seized over $1 billion in criminal-based
assets, and forfeited over $639 million to the federal fisc.>!

Federal law enforcement resources are limited, so they must be
concentrated where they will have the greatest impact — large-
scale investigations and prosecutions that disrupt and dismantle
entire criminal organizations and systems. This concentration and
consolidation of federal law enforcement efforts must also include
increased awareness and focus, where appropriate, on

investigations that relate to terrorist financing and links to terrorist
organizations.

Federal law enforcement resources
are limited, so they must be
concentrated where they will have the
greatest impact — large-scale
investigations and prosecutions that
disrupt and dismantle entire
criminal organizations and systems.

The effect of large-scale investigations and prosecutions should
be traceable, over time, in the types of individuals convicted and

Defendants Convicted on Money Laundering Counts
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Number of Defendants
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ML as the Primary
Sentencing Guideline 853 929 973 1,061 1,106
ML in Any Count
ofCozviCtion 1,145 1,219 1,338 1,542 1,565
1,998 2,148 2,311 2,603 2,671

Total Defendants Convicted of Money Laundering

Source: U.S. Sentencing Commission

31 Approximately $386 million of the assets seized and $241 million of the assets forfeited to the government related to money laundering
investigations. Thus, money laundering related cases accounted for some 38% of both assets seized and forfeited by federal law enforcement

agencies in FY 2001. See Chart on p.11 and p.37.
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sentenced in federal court for money-laundering related offenses.
In Fiscal Year 2000, the latest year for which data is currently
available, approximately 17% of persons sentenced in federal court

DEA and the U.S. Attorney’s Office in
the Southern District of New York
concluded a long-term investigation
targeting the money laundering and
narcotics activities of the Khalil
Kharfan Organization operating in
Colombia, Puerto Rico, Florida, and
the New York Tri-State area. To date,
the investigation has revealed that
this organization laundered in excess
of $100 million in narcotics proceeds.

for money laundering violations received a longer sentence because
of their role as a “leader, organizer, manager, or supervisor” of
laundering activity. Almost 20% of the defendants sentenced in
federal money laundering cases during FY 2000 laundered in
excess of $1 million.> The Sentencing Commision statistics also
show that a disproportionately high number of cases are

Federal law enforcement efforts will
target the arrest, prosecution,
conviction, and sentencing of more
“managers” in the money laundering
organizations as well as
organizations laundering over
$100,000.

prosecuted in a very few districts. Our goal in 2002 is to continue
to focus on large impact cases. Federal law enforcement efforts
will target the arrest, prosecution, conviction, and sentencing of
more “managers” in the money laundering organizations as well
as organizations laundering over $100,000.%

32 U.S. Sentencing Commission, FY 2000 sentencing data.

To accomplish this goal, we will have to overcome a number of
obstacles. The most significant impediment we will seek to remedy
in 2002 is the lack of fully effective interagency coordination in
the investigation of major money laundering cases. Of course,
federal law enforcement agencies have cooperated with one
another and participated in numerous successful joint
investigations for many decades. However, we have not instituted
sufficient mechanisms for making joint decisions about what major

We announce the development of the
Secretary’s Award and the Treasury
Financial Crime Award to honor
outstanding work performed in
significant money laundering cases.

money laundering organizations and systems to target and how to
investigate and prosecute them before those investigations are
initiated. Our solution to this problem is presented in Objective
1, below. Additionally, since the federal government’s best and
most experienced money laundering investigators and prosecutors
cannot be assigned to every case, we will also focus our efforts in
2002 to raise the level of advanced money laundering and asset
forfeiture training to those on the front lines of our efforts. Our
proposal to accomplish this task is described in Objective 2. Finally,
in Objective 3, we lay out some important next steps in our work
against a particular money laundering system, the Black Market
Peso Exchange (BMPE), to broaden the efforts of the private sector
and international community against the BMPE.

As we seek to overcome these obstacles, we also seek to reward
those who have already made progress to overcome them. To that
end, we announce the development of the Secretary’s Award and
the Treasury Financial Crime Award to honor outstanding work
performed in significant money laundering cases. The Secretary’s
Award will be issued annually by the Secretary of the Treasury to
recognize exceptional results in combating major money
laundering. The Treasury Financial Crime Award will be case
specific, and be awarded for outstanding work on significant anti-
money laundering investigations and prosecutions.

33 Due to lags in reporting times, the statistics showing how well the government’s efforts succeeded in FY 2001 may not be reported by the U.S.

Sentencing Commission until some time in 2004.
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* OBJECTIVE 1: ENHANCE INTER-AGENCY COORDINATION
OF MONEY LAUNDERING INVESTIGATIONS.

The terrorist attacks of September 11 produced many changes,
and instituted a rethinking of how law enforcement agencies do
business. Federal law enforcement agencies have concluded that
itis vitally important to cooperate and coordinate with one another
to investigate priority targets whenever it is possible to do so.
Despite the excellent work of thousands of agents in the field who
participate on interagency task forces, the law enforcement
agencies of the Departments of the Treasury and Justice can do a
much better job of coordinating their investigations of money
laundering organizations and systems.

To address this problem, the Departments of the Treasury and
Justice will co-lead an interagency effort to identify potential money
laundering-related targets, and then deploy the necessary law
enforcement, regulatory, and intelligence assets to attack those
agreed upon targets. This approach has been tried successfully in
the investigation of narcotics trafficking organizations.

Where appropriate, the High-Risk Money Laundering and Financial
Crime (HIFCA) Task Forces, described in more detail in Objective
2, will take the operational lead on investigations initiated by the
money laundering targeting group. The Departments will leverage
the work of other interagency task forces, including High Intensity
Drug Trafficking Area Task Forces (HIDTA), Organized Crime and
Drug Enforcement Task Forces (OCDETF), Joint Terrorism Task
Forces (JTTF), Electronic Crimes Task Forces, and Special
Operations Division (SOD)-Financial on priority money laundering
cases.

Priority 1: Establish interagency targeting team to identify
money-laundering related targets for priority enforcement
actions.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,
Criminal Division, Department of Justice.

2001 Accomplishments: This is a new priority, so
there are no accomplishments to report.

2002 Action Items: Create an interagency team to
identify priority money-laundering related targets by
August 2002 for coordinated enforcement actions.

Law enforcement works best when the resources and talents of
each participating agency are joined together and harnessed to a
common objective. That common objective can best be achieved
when every law enforcement agency is similarly focused. To

improve interagency coordination in money laundering
investigations, the Departments of the Treasury and Justice will
co-lead an interagency effort to identify money-laundering related
entities and to target them for coordinated enforcement action.
These targets can be particular money laundering organizations,
but they can also be systems used or exploited by money
launderers, such as the smuggling of bulk cash, unlicensed money
transmitters, wire remitters, and certain types of alternative
remittance systems, including hawalas.

Law enforcement works best when the
resources and talents of each
participating agency are joined
together and harnessed to a common
objective.

The interagency coordinating team will establish strategic objectives
and identify an agreed-upon set of targets. As appropriate, existing
interagency task forces, such as HIFCAs, HIDTAs, OCDETFs, SOD,
Electronic Crimes Task Forces, and others will develop operational
plans to investigate the targets selected. The interagency team will
seek to ensure that the operational plans contain the full mix of

Targets can be particular money
laundering organizations, but they
can also be systems used or exploited
by money launderers, such as the
smuggling of bulk cash, unlicensed
money transmitters, wire remitters,
and certain types of alternative
remittance systems, including
hawalas.

resources available to the federal government, and that the plans
consider how best to use regulatory measures, intelligence
information, and diplomatic efforts, as necessary.
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Priority 2: Create uniform set of undercover guidelines
for federal money laundering enforcement operations.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,
Criminal Division, Department of Justice.

2001 Accomplishments: This is a new priority, so
there are no accomplishments to report.

2002 Action Items: By September 2002, develop set
of uniform federal guidelines for money laundering
undercover operations to ensure the full participation
of all federal enforcement agencies.

Undercover and foreign operations by federal law enforcement
agencies are a potent weapon in detecting and disrupting money-
laundering organizations.

At present, federal law enforcement agencies do not have a uniform
set of undercover guidelines applicable to money laundering
investigations. This lack of guideline uniformity inhibits some
agencies from participating in investigations that have an overseas
component. The Departments of the Treasury and Justice will
meet during 2002 to explore whether it is possible to adopt a
harmonized set of guidelines so that law enforcement agencies
can more effectively investigate cases together.

Priority 3: Work with U.S. Attorney’s Offices to develop
Suspicious Activity Report (SAR) Review Teams where they
do not exist but could add value.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,
Criminal Division, Department of Justice.

2001 Accomplishments: There are no
accomplishments to report.

2002 Action Items: By August 2002, create priority
list of five U.S. Attorney’s Offices that do not currently
use SAR review teams and that could benefit from a
SAR review team. Work with the Executive Office of
U.S. Attorneys and the individual U.S. Attorneys in those

districts to encourage them to create SAR review teams
with the participation of the necessary federal agencies.

The interagency targeting team described in Priority 1, above, is a
necessary component of our efforts to coordinate better
enforcement activity, but it is not sufficient. Law enforcement
agencies must also be alert to suspicious activity reported by
financial institutions pursuant to the Bank Secrecy Act (BSA) .3

A SAR in August 1998 reported a series
of suspicious transfers of large sums
of money from a Russian bank
correspondent account to accounts in
the Bank of New York. Based on the
SAR, the FBI's Russian Organized
Crime Task Force and the U.S.
Attorney’s Office for the Southern
District of New York opened an
investigation of Peter Berlin and his
wife, Ludmila Edwards, a BONY
account executive. Seizure warrants
were executed against the BONY
accounts and several other Berlin
entities, as well as the correspondent
account for a Russian bank at the
Bank of New York, and resulted in
seizures totaling $21,631,714 from
11 different accounts. Berlin and his
wife subsequently pled guilty to
conspiracy, money laundering, and
conducting an illegal money
transmittal business, and agreed to
criminal forfeitures totaling
approximately $8.1 million.

% The BSA, and the regulations of the Federal regulatory agencies, requires financial institutions to file, among other forms, Suspicious Activity
Reports (SARs) and Currency Transaction Reports (CIRs). See, e.g., 12 C.ER. 208.62. SARs deter money launderers from placing their illicit
money in U.S. financial institutions, since the investigation of information derived from SARs leads to the detection and arrest of many individuals
engaged in money laundering. SARs also provide valuable information to enable law enforcement to generate investigative leads, to understand
complex financial relationships in ongoing investigations, and to identify forfeitable assets. A Suspicious Activity Report form is available on

FinCEN's website, <http://www.treas.gov/fincen/forms.html>.
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Although it is not possible for law enforcement and regulatory
officials to investigate thoroughly every SAR filed,* law enforcement
and regulatory officials must review the SARs that are filed in a
systematic way so that they can concentrate attention on priority
targets. This analysis benefits from the experience, expertise, and
decision making each agency contributes as part of a SAR review
team.

SAR review teams evaluate all SARs filed in their respective federal
district. Teams should be composed of an Assistant United States
Attorney and representatives from federal, state, and local law
enforcement agencies. In 2002, we will identify five U.S. Attorney’s
Offices that have a substantial amount of financial crime and that
do not currently benefit from the added value of a multi-agency
SAR review team. The Departments of Treasury and Justice will
work cooperatively with the Executive Office of U.S. Attorneys and
the individual U.S. Attorney’s Offices to encourage them to create
interagency SAR review teams with wide-based participation.®

* OBJECTIVE 2: REFINE MISSION OF HIGH-RISK MONEY
LAUNDERING AND RELATED FINANCIAL CRIME AREA (HIFCA)
TASK FORCES.

High-Risk Money Laundering and Related Financial Crime Area
(HIFCA) Task Forces were intended to improve the quality of
federal money laundering investigations by concentrating the
money laundering investigative expertise of the participating federal

A number of obstacles still remain
before the mission of the HIF(As can
be fully realized.

and state agencies in a unified task force. HIFCAs are supposed to
leverage the resources of the participants and create investigative
synergies, but these goals have not been fully accomplished to
date.

The 2001 Strategy refocused the mission of the HIFCA Task Forces
to disrupt and dismantle large-scale money laundering systems or
organizations, and HIFCA Task Forces initiated over 100
investigations during 2001. However, 2 number of obstacles still
remain before the mission of the HIFCAs can be fully realized. For
example, the federal law enforcement agencies have provided
different levels of commitment and staffing to the Task Forces.
Few of the HIFCAs have succeeded in integrating non-law
enforcement personnel to its work. During 2002, the Departments
of Treasury and Justice will review what has worked and what has
not since the initial designation of the HIFCAs, and will seek to
implement appropriate changes.

The Departments of Treasury and
Justice will review what has worked
and what has not since the initial
designation of the HIF(As, and will
seek to implement appropriate
changes.

The Departments of the Treasury and Justice need to continue to
review and refine the operational mission, composition, and
structure of the HIFCA Task Forces to ensure that they succeed in
their mission. The Departments will work to make sure that HIDTA,
OCDETFs, HIFCAs, Special Operations Division (SOD)-Financial,
and other relevant task forces investigate and coordinate their
activities on appropriate cases.”’

Priority 1: Review the structure of HIFCA Task Forces to
remove obstacles to its effective operation.

Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,
Criminal Division, Department of Justice; Director,
Organized Crime and Drug Enforcement Task Force.

2001 Accomplishments: The 2001 Strategy,
published in September 2001, refocused the aims and

3 In Fiscal Year 2001, FinCEN received 182,253 SARs and 1,149 casino SARs (SARCs).

3 SAR review teams can also review selected wire transfers. Wire transfers of illicit funds are readily concealed among the estimated 700,000
daily transfers that move some $3 trillion by electronic funds transfer systems. Expanding the review of suspicious activity reports also to include
the selective review of wire transfers can help law enforcement agencies coordinate their efforts to investigate and prosecute money-laundering

organizations.

37 To ensure systematic coordination of overlapping targets and investigations, HIFCA drug-based money laundering investigations will be initiated
as OCDETF investigations. In appropriate cases, HIFCA agents could assist on interagency investigations focusing on the financing of terrorist
networks, currently performed by Operation Green Quest, the Joint Terrorist Task Forces, and the Terrorist Financial Review Group.

31



32

2002 National Money Laundering Strategy

Task Forces become operational and conduct
investigations designed to result in indictments,
convictions, and seizures, rather than focus primarily
on intelligence-gathering. Each of the six HIFCA Task
Forces is actively investigating cases, and HIFCA Task
Forces initiated over 100 investigations in 2001.%*

2002 Action Items: By December 2002, the
interagency HIFCA Coordination Team will review the
progress of each of the six existing HIFCAs, and assess
how the HIFCA Task Force concept has worked to date.
By February 2003, the HIFCA Coordination Team will
recommend what changes, if any, to make to the HIFCA
concept so that the HIFCAs can achieve their mission
objectives.

HIFCAs have tremendous potential, but that potential needs to be
focused and properly directed. An interagency HIFCA review team
will review the accomplishments of the HIFCA Task Forces to date,
and propose recommendations to ensure that the HIFCAs have
the optimal chance to reach their potential to leverage the
investigative expertise and talents of all the participating HIFCA
agencies. The review team will examine structural and operational
issues including how to fund the co-location of HIFCA Task Forces
absent funds appropriated for that purpose, appropriate
performance measures to evaluate the accomplishments of the
HIFCAs, staffing, and oversight responsibilities.

HIFCAs have tremendous potential,
but that potential needs to be focused
and properly directed.

The Assistant Secretary for Enforcement, Department of the
Treasury, and the Assistant Attorney General, Criminal Division,
Department of Justice will receive the recommendations of the
HIFCA review team and decide how to proceed.

The HIFCA review team will examine existing operations and make
recommendations to ensure that each HIFCA:

e is composed of all relevant federal, state, and local
enforcement authorities; prosecutors; and financial
supervisory agencies as needed;

*  works closely with existing task forces within the HIFCA area,
including Joint Terrorist Task Force, HIDTA, OCDETE, and
Electronic Crime Task Forces®;

o focuses on appropriate cases, including those cases referred
by the interagency working group described in Objective 1,
Priority 1 above, and develops comprehensive asset forfeiture
plans;

e incorporates uniform guidelines, discussed above at Objective
1, Priority 2, to ensure the maximum possible participation
of all federal law enforcement agencies;

o utilizes effectively Bank Secrecy Act (BSA) information that
FinCEN provides as well as FinCEN’s data mining expertise;

e works closely with the financial community in its area, and
conducts regular outreach training on appropriate topics,
such as SAR compliance issues; and

e incorporates relevant money laundering and asset forfeiture
training conducted by the Federal Law Enforcement Training
Center, in conjunction with the Asset Forfeiture and Money
Laundering Section (DOJ) and law enforcement training
components.

The HIFCA review team will also examine whether the HIFCA Task
Forces can install a secure intranet connection to ensure an
effective means of communication between the various HIFCAs.

Priority 2: Designate new HIFCAs as needed.
Lead: Assistant Secretary for Enforcement,
Department of the Treasury; Assistant Attorney General,

Criminal Division, Department of Justice.

2001 Accomplishments: The 2001 Strategy
designated two new HIFCAs — the Northern District of

8 As the 2002 Strategy goes to press, most of these investigations are still ongoing.

% Section 105 of the PATRIOT Act directed the U.S. Secret Service to develop a national network of electronic crime task forces, based on the

successful model of its New York Electronic Crimes Task Force.
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Hlinois (Chicago) and the Northern District of
California (San Francisco). The new HIFCAs are
operational and have been responsive, as appropriate,
to the events of September 11.

2002 Action Items: (1) Review applications for
HIFCA designations, and make timely recommendation
to the Departments of the Treasury and Justice for
decision. (2) Designate additional HIFCAs as
appropriate, following the completion of the HIFCA
review described above. (3) If additional HIFCAs will
be designated during 2002, explore designating
another “system” HIFCA, such as the use of unlicensed
money services businesses or alternative remittance
systems.

This Strategy does not announce the designation of any additional
HIFCAs, although applications will continue to be accepted and
analyzed by the HIFCA Coordination Team.* Treasury and Justice
are continuing to evaluate the operation and performance of the
six existing HIFCAs, and will only designate additional HIFCAs in
2002 if there is a strong reason to do so.*! Treasury will consult
with Justice to determine whether it could be appropriate to
establish a “system” HIFCA that would focus on one or more non-
traditional methods used to move funds.

A prospective HIFCA applicant must submit an application to
FinCEN that includes:

e a description of the proposed area, system, or sector to be
designated,;

o thefocus and plan for the counter-money laundering projects
that the HIFCA designation will support;

e the reasons such a designation is appropriate, taking into
account the relevant statutory standards; and

e apoint of contact.

* OBJECTIVE 3: DISMANTLE THE BLACK MARKET PESO
EXCHANGE (BMPE) MONEY LAUNDERING SYSTEM.

The Black Market Peso Exchange (BMPE) is the largest known
money laundering system in the Western Hemisphere. Colombian
narcotics traffickers are the primary users of the BMPE, repatriating
up to $5 billion annually to Colombia.

Customs 